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Please Note

This publication is intended as an introduction to the administration
setup of the Riso Comcolor printer.

For full instructions please refer to the administrator and user guides
supplied with the Riso machine.

All Riso Comcolor models offer User Management and control
using two different methods:

A]. User Names and Password System
- fitted as standard on all Comcolor machines
Uses User Names and Password / PIN to access the machine

B]. IC (Smart) Card Control System
- optional extra which can be fitted to all Comcolor models

The IC Card offers additional features such as:

-Quick Login

-Quick Printout
This system requires the IC Card Authentication Kit (Riso Code: S-1329)
and IC Smart Cards (pack of 100) (Riso Code UKSW-CC100)
or cards conforming to the Mifare or ISO 14443 - Type-A specification.

The two User Management systems can be used separately or in conjunction with each
other and in any configuratiion will offer a maximum of 300 users.

When the two systems are being used it is possible for users to login using either the
PIN or the IC Card systems.



Riso Comcolor User Management should be configured in the following sequence:

1] .Setting the Administrator Password

2]. Restricting Access by Enforce Login

Using the Operational Panel

Using a Web Browser

3]. User Default Settings

4]. Group Settings and Index Entry

5]. Adding New User Names

Using the Operational Panel
Using a Web Browser (Individual or small numbers of users)

Using a Web Browser (Setting up a large number of users)
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Administrator Password

Setting the Administrator Password using the Operation Panel

In order to fully configure the User Management functions on the Riso Comcolor an Administrator has to be
setup. An Administrator has full control over all the various settings on the machine

c Press [Login] on the mode screen to o Confirm your chosen administrator
display the Login screen password and press [OK]
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Select Operation mode
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Press [Admin] e If using IC Card Control now set the IC
Card on the IC Card Reader

Login [ clese ]

Select user name,

Set the authentication card.
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e Enter your chosen administrator
password and press [OK]

Password input ™
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Enforce Login

Restricting Access by Enforce Login using the Operation Panel

Your Comcolor machine will be supplied without any user control functions enabled. In this status users can
operate and print without having to first login. Use of the Comcolor machine can be restricted to registered
users only by the enforce login option.

0 Login as Administrator and select e Specify whether login is required to
[Admin mode] and [Settings] enter a mode

-
¢ Logout |710'"i“' ||g Idle oE EE Kb Login setting [ cancel ][ ok ]
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Whether login is required or not can be set for each mode.
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Select Operation mode
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Auto-log out time
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Select [Required] for each mode if you want to
restrict those who can use this machine.

When [Required] is selected a lock icon will

. ] appear in the mode box and user login will be
Select [Login setting] .
required.
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Logout lw J.Smith ||Q| Idle || x. t. M. YEI
Admin. Settings
El\ To finish, press the MODE key. Printer . Copy . Scanner

¢ Login setting
Userﬁting

Folder function

Auto-log out time

Specify the time for automatic logout when the
machine is not operated for a fixed period.

Set value: 1-60 min (Factory setting: 5 min.)

| Shared folder setting

Group setting

[ Index entry

I Usar ctrl ] I System ] I Printer ] I Scanner I

e IC Card Control System Only

Change

When using the IC Card System only you can
specify whether to enable automatic start of
print jobs in the queue after logging on.

Set value: Yes or No

Printer Mode login must be set to required.




Enforce Login

Restricting Access by Enforce Login using a PC Web Browser

This is an alternative method to enable the Enforce Login function and requires the use of a PC on the
same network as the Comcolor machine.

The IP Address of the Comcolor machine will also be required, if in doubt consult your IT manager.

a Enter the IP Address of the Comcolor e Specify whether login is required to
machine in the address bar of your enter a mode
web browser and press enter, the page Y TT——
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Select [Required] for each mode if you want to
restrict those who can use this machine.

When [Required] is selected a lock icon will
appear in the mode box on the Comcolor
machine operational panel and user login will be

required.
a a a
Printer . Copy . Scanner i
e Select [Login setting] Auto-log out time

Specify the time for automatic logout when the
machine is not operated for a fixed period.
Set value: 1-60 min (Factory setting: 5 min.)

e IC Card Control System only
Configure [Automatic print start of
waiting jobs] if required




Default Settings

Changing Default Settings:

Changing the Default Setting on the Comcolor machine will affect the initial settings on start up or

when reset.

Login as Administrator and select
[Admin mode] and [Copy]
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Select Operation mode

\
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e Select the series of settings you wish

to save as the new defaults.

~
Save to ADF scan Scanning Mixed size Book shad- —
folder & pause Size ul original ow erase

I Logout | & J. Smith

[d Ready to Copy

Job name:COPY-1

Basic
Color mode Reproduction size Feed tray

Selections Functions

=] ]

00 suto 100% (1:1) E A4 Plain

— :

Soe . . (Standard) .
Original(—) Scanning level Duplex/Simplex

Ling/Photo
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? @ uplex &+ E} uplex

Select layout Copy and
.I pause

e Then select [Functions] and [Check
settings]

| Logout Ii J. Smith ||Q| Idle || x. r.. Ml YU|
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Basic Salacti Functions

Check ve/Call Copy and Additional

setting tting Select lawut_ pause |[ capies _] A

| Multi-up |[ Stamp " Image " Gamma |[ Image |
ol Page/Date quality contral contral |

Base color Collate/ A4
I level .I[ Program .I[ Add cover .II slip sheet .I[ hutu—RolateI

o Select [Save as Default]

Check setting [ cancet J[ ox ]
01 Cps. = 1234

02 Original = Line E|
03 Reproduction size = Auto

04 Feed tray = Standard tray

05 Color mode = Auto

06 Scanning level = 3 1/3
07 Duplex/Simplex = Duplex -> Duplex

08 Copy and pause = OFF

09 Save to folder = OFF

10 Save to archive = OFF

e

| Print this list I

Please Note:
If login is set to [Not required] the above defaults
will now apply to all users.

If login is set to [Required] the new defaults can
only be applied individually to users by logging
on and going to step 4 and selecting [Initialize]



Group / Index

Group Setting and Index Entry
These are settings that if required should be configured or changed at this stage.
Please note that these are optional and it is not always necessary to change them from the defaults.

a Group Settings
The Administrator can setup Groups for

users to share folders when [Login setting]

is set to [Required]
If [Login Setting] is set to [Not required]

group settings do not take effect
Users can join up to three groups.

Login as Administrator and select

[Admin mode] and [Settings]
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Select Operation mode

Printer
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e Select [Group Settings] and add

required groups.

Logout lu ].5mith

Admin. Settings

El\ To finish, press the MODE key.
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[Login satting

[ User setting

[ Folder function

Shared Wer setting i
‘ Group setting _.
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I All I I Usar ctrl - ] I System ] I Printer ] I Scanner I
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If required users can join groups - see Adding

New User Names

Please note that Groups cannot be used for

account record purposes.
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e Index Entry
All users are displayed in the [User List] or

[Login Screen] and can be indexed using
the default alphabetic system.

The default index system can be changed
to represent Depts. etc.

Login as Administrator and select
[Admin mode] and [Settings]
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Select Operation mode

NFIA

Printer o Copy Scanner
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6 Select [Index Entry] and edit where
necessary

Logout lu J.Smith ||Q| Idle || x. t.] u. YD

Admin. Settings
‘El\ To finish, press the MODE key.

[ Login setting . B
[ User setting .

[ Folder function Jon

1/6

[Shared folder setting

Usar ctrl ] I System ] I Printer ] I Scanner I

If required users can be indexed at setup - see
Adding New User Names



Adding New Users

Adding new User Names using the Operational Panel (1)

0 A]. Login as Administrator e Enter the User Name and press [Next]
B]. Select [Admin mode]
C]. Select [Setting]

e Select [User setting]
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Select a password for this user and press

[Next}.

Password input [ cancel ][ ok ]
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eSelect [Add] .
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Password input [ cancel ][ ok ]
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Adding New Users

Adding new User Names using the Operational Panel (2)

e Configure the Settings and then press e If using IC Card Control now set the IC
[OK] Card on the IC Card Reader

Add (4) : [ Cancel " oK ] SRE

User name PC login name Group

|i S: Les | [5- Lee l (No Entry) Set the authentication card.
in. authori (No Entry)
|n|:|:—:¢t Admin. authority — o Enty) )

F—
[ Copy mede Prohibited
£ Scanner mode Prohibited

PC login name
Enter the PC login name used when a

registered user performs a print job.

Please Note: when Printer mode login is set to [Required]
jobs sent from an unregistered PC login name cannot be
printed

Group
Use this to register users in up to three groups.
[Group setting] must be configured in advance.

Index

Specify the index to which a registered user
belongs. The name of the index button must be
configured using [Index entry] in advance

Admin. authority
Specify whether to grant administrator
authority to a registered user. Set value: No, Yes

Login prohibited/permitted for each mode
Specify the modes usable for a registered user.
Set value: Prohibited or Permitted.

Limitation

Full color copy - Specify whether to allow
registered users to make color copies.

Limits for volume on colour or monochrome
can be applied for users. Separate limits can
be set for Copy or Printer mode jobs and these
cannot be shared between modes.




Adding New Users

Adding new User Names using a PC Web Browser
Use this procedure when setting up individual or small numbers of users.
For large number of users follow the procedure on pages 11 - 12

0 Using your PC Web Browser enter the IP
address of the Comcolor machine and
press the [Enter] key

Select [Login] and login as the

administrator using the appropriate
password

e Click [Admin mode]
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o Click [Add User]
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[Adduser] [ Read" SV file][ Write to CSV file]
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6 Configure the settings and click [OK]
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For full explanation of above settings see page 9

To complete user setup go to page 12 and
follow steps 7 - 10



Adding New Users

Adding large numbers of User Names using a PC Web Browser (1)

Using your PC Web Browser enter the IP
address of the Comcolor machine and
press the [Enter] key

Select [Login] and login as the
administrator using the appropriate
password

e Click [Admin mode]

A3 7200
A3 2Tk mem.
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Click [Write to CSV file] and save the CSV
file to your computer
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Open the CSV file and enter user
information (Up to 300 users)

5

PC login name Admin.autharity Printer mode Copy mode Scanner mode Index IC card

1

2

3

4

5 showroom admin on on on
& jsmith user on off off
7 accountsl

B tyang

9 ktade

10 loppym

user on on on
user on on on
user on on on

O s e

user an en on

User Name: Enter the user name for login

PC Login Name: Enter the PC login name used
when a registered user performs a print job.
Please Note: when Printer mode login is set to [Required]
jobs sent from an unregistered PC login name cannot be
printed

Admin. authority: Specify whether to grant
administrator authority. Set value: admin or user

Login prohibited/permitted for each mode
Specify the modes usable for a registered user.
Set value: On or Off.

Index: Specify the index to which a registered
user belongs (optional).

IC Card: Leave blank



Adding New Users

Adding large numbers of User Names using a PC Web Browser (2)

6 Click [Read CSV file] and then read the
entered file

/= RISO Console - Windows Internet Explorer

- y
[AdQuser] ~[Read CSV fle][ Wiifto CSV fie]
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Admin on the Comcolor machine

Select [Admin] and [Settings] and select
[User Settings] where all the user names
will now appear, select a user

e To complete user setup now login as

|Usersetting [ close |
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[ & User name

] [ & User name

] [ & User name

] [ & User name
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[ Add .] [ Change .] [ Delete _] [ IC Card ]

Select a password for this user and press
[Next].

Password input
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Re-enter password for this user and press
[Next].

Password input
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@ If using IC Card Control now set the IC
Card on the IC Card Reader
Repeat steps 7 - 10 for all users

Confirm

Set the authentication card.
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OHRISO

Service Helpdesk 020 8236 5832 Supplies (Ink & Staples) 0800 783 2086 Head Office 020 8236 5800



